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Alibaba Cloud and Tsinghua University have engaged in in-depth collaborations on the
reliability issues of large-scale cloud container networks. In the services of serverless
computing and Al big model training, a series of diagnostic and enhancement technologies
— planned and supervised by Zhenhua Li (associate professor), designed and implemented
by Wei Liu (Ph.D. candidate) — have been adopted. These technologies mainly include: (1)
Gray-box performance modeling and flow-table reorganization for high-speed network
interface cards based on combinatorial causal testing; (2) Lightweight connectivity detection
and failure localization based on traffic skeleton tracking. After being deployed on Alibaba

Cloud’s Lingjun Intelligent Computing Platform, these techniques have significantly reduced

the container network’s failures by tens of times, in seﬁh%ﬁ ansmission throughput
by up to 40%, and reduced the end-to-end commyinikationlat C)%X‘




