wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BFREEFFHBNENESERIERSN
FF TRt FER

SIRAAX

FF, TR, ¥ER ETREEFANBARINZEFHERQN]. TEVIRIE 2023, 50(8): 260-
270.

LI Yang, LI Zhenhua, XIN Xianlong. Attack Economics Based Fraud Detection for MVN([J]. Computer
Science, 2023, 50(8): 260-270.

BN EEE (SERXINEE IE JENBEENE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETESINZRISFARIPEIE 5 2 Y

Privacy-preserving Data Classification Protocol Based on Homomorphic Encryption

HEMREIEE, 2023, 50(8): 321-332. https://doi.org/10.11896/jsjkx.220700130

T REMMAIE XA EER MR E 55 FRRBIREY
Two-layer loT Device Classification Recognition Model Based on Traffic and Text Fingerprints

HEMREIEE, 2023, 50(8): 304-313. https://doi.org/10.11896/jsjkx.220900145

FRIGERY DGA EENGERRLA
Survey of DGA Domain Name Detection Based on Character Feature

HEMREEE, 2023, 50(8): 251-259. https://doi.org/10.11896/jsjkx.220700277

BFRERE
Quantum Prototype Clustering

IHEHRIE, 2023, 50(8): 27-36. https://doi.org/10.11896/jsjkx.220600124

ETHRFINS TR RBRIETETTE
Fast Calculation Method of High-altitude Electromagnetic Pulse Environment Based on Machine
Learning

HEHRIE, 2023, 50(6A): 220500046-5. https://doi.org/10.11896/jsjkx.220500046


https://www.jsjkx.com/CN/10.11896/jsjkx.221000103
https://www.jsjkx.com/EN/10.11896/jsjkx.221000103
https://www.jsjkx.com/CN/10.11896/jsjkx.220700130
https://doi.org/10.11896/jsjkx.220700130
https://www.jsjkx.com/CN/10.11896/jsjkx.220900145
https://doi.org/10.11896/jsjkx.220900145
https://www.jsjkx.com/CN/10.11896/jsjkx.220700277
https://doi.org/10.11896/jsjkx.220700277
https://www.jsjkx.com/CN/10.11896/jsjkx.220600124
https://doi.org/10.11896/jsjkx.220600124
https://www.jsjkx.com/CN/10.11896/jsjkx.220500046
https://doi.org/10.11896/jsjkx.220500046

http: /www. jsjkx. com

4 A A 2
O tﬁ-m sa;tg? DOI: 10. 11896/jsikx. 221000103

ETWEHEEFFRNBENZ S miERS N

= F FR&E EFER

LiEeRFREFR 4T 100084
ANAKBFEARAE ALK 100085
(liyang874235642@163. com)

H E ZEERRASHMNARERETYEFHR TR, B3 EMEETH ER)EF RLE AT ,}3‘-4&;‘%%54;‘@.%% :
AR EAMPRVEELFREGORS, TEINRXTERELEPRARS . EAAALRARZ AL EORSFTX . XL RPN
A RRRKBEE RS R ESTFHRAERINNERRA . XK EUNEER R EFTRITERLE.SERE Tfﬁﬁ&ii)ﬂ}’;ré b3
ABMWER AL, AREZEM. S5MARHE T AP O ITABER DRSS/ RT, LA X TFE B HE
b EREEN R RAORBEEG . FEALNFTEATERAY TRALEZLKX, Am, @3 ATHSHALIN, FR THRRE,
ERAGZTPILFH AN ERBERAAAL J 0 ARG AN RBREETHFEFF GBI EREEN TR a3 A
A Tk RIS ) R, B OB FEIT 5 K ETRA P AR E 0. 023% 2K T AREBETH AR
TR T ARSI 6 0. 1%, BB LT ZEHABOTRT LR HRSRBRKIEFTR , AB G FLENSFLAES,
;ﬁzﬁ].ﬁmﬁmzwﬁ;ﬁ%mn L FBFF T HAESATMEF T
hEESES TP393

Attack Economics Based Fraud Detection for MVNO

LI Yang',LI Zhenhua' and XIN Xianlong®
1 School of Software, Tsinghua University,Beijing 100084 , China
2 Xiaomi Technology Co. LTD. ,Beijing 100085, China

Abstract Driven by the full utilization of telecommunication resources and stimulating healthy market competition, mobile virtual
network opera-tors(MVNQOs) become popular rapidly in recent years. MVNOs rely on the infrastructures of mobile network ope-
rators(MNOs) to provide users with cheaper and more flexible services. Due to the high maintenance costs of physical stores,
MVNOs mostly provide fully online service. However, scammers use vulnerabilities in online authentication to purchase SIM
cards and make scam calls, which seriously affects the reputation of MVNOs and their users. This has become a bottleneck
problem for the survival and development of MVNOs. To address this issue,we collaborate with a large commercial MVNO with
over 2 million users named Xiaomi Mobile. Related work generally assumes that scam calls are random,scattered or hidden,ma-
king the detection methods inefficient or even invalid for the scenario of MVNOs. However, by analyzing the crowdsourced data-
set,almost all scam calls are found to be organized.planned.and scaled. Thus.a method based on attack economics and reasonable
analysis of the spatio-temporal characteristics of scam calls is proposed. This method successfully extracts the key features,and
by combining with machine learning-based classification, it greatly reduces the proportion of scammers in Xiaomi Mobile to
0.023%, »which is far lower than the 0. 1%, achieved by the MNOs that have sufficient information. Under the premise of exclu-
ding the risk of being cracked, part of the code and data has been open sourced to help purify the ecology of entire telecom industry.

Keywords MVNO,Fraud detection, Attack economics,Spatio-Temporal analysis, Machine learning
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Fig. 11  Top 8 Spearman rank correlation coefficients of CDR features
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Table 2 Performance comparison of ML algorithms

WL % 3 5k HE/Y% AEE/% F1 %%
X & 84.9 66.2 0.74
% 2 & sl 79.3 76.7 0.78

Ao AR FE o R A 83.1 77.1 0. 80
T4 99.3 73.8 0.85
F 7 B AL A AR 90.0 92.4 0.91

* 3 RSB E T VA R B ARCER X L
Table 3 Performance comparison of balanced random forest

with different parameter settings

Xafk  FHREE  XexAHAHK BE/M BEXR/X
Entropy 50 10 72.9 82.0
Entropy 50 50 50.0 86.7
Entropy 100 10 69.1 82.2
Entropy 100 50 52.9 87.8
Gini 50 10 81.0 85.5
Gini 50 50 51.2 86.7
Gini 100 10 90.0 92.4
Gini 100 50 52.4 86.5
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