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Abstract—Despite the traditional perception that Wi-Fi com-
munications are secure and resistant to eavesdropping, recent
advancements in wireless fingerprinting have challenged this
view. Emerging wireless app fingerprinting techniques exploit
side-channel traffic features to infer fine-grained, privacy-
sensitive user behaviors. If left unresolved, this threat could
expose nearly all Wi-Fi users to pervasive app fingerprinting
attacks. While several defense strategies show potential, each
suffers from inherent limitations. For example, in-app traffic
obfuscation (client-side) can effectively conceal traffic patterns
but requires modifying individual apps, making it impractical
for rapid deployment at scale. On the other hand, encrypted
proxy-based defenses (cloud-side) offer certain traffic shaping
capabilities, but their encapsulation and multi-hop forwarding
introduce additional latency and degrade overall performance. To
address this pressing need, we pioneer an edge-side traffic obfus-
cation architecture, and develop AirCloak, an immediately
deployable defense middleware that avoids app-level modification
and minimizes performance overhead, making it especially prac-
tical for privacy-conscious users demanding high-security Wi-Fi
environments. AirCloak relies on the cooperation between
mobile terminals (e.g., smartphones) and the local Wi-Fi access
point (AP), enabling real-time traffic cloaking while remain-
ing transparent to the apps themselves. Despite its promise,
AirCloak faces critical challenges: traffic heterogeneity and
defense evasion. To overcome these challenges, a harmonization
shaping obfuscation approach is proposed. It unifies traffic behav-
iors of structurally similar apps through adaptive generative
synthesis, enabling efficient and resilient obfuscation that con-
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ceals discriminative fingerprints with minimal performance cost.
We prototype AirCloak as a one-click installable app on mobile
terminals and lightweight scripts on the AP. Extensive evaluations
demonstrate AirCloak’s superior defensive effectiveness. It
reduces the average F1-score of four WAF attacks from 0.77 to
0.19, while imposing negligible runtime overhead on both mobile
terminals and the AP.

Index Terms—Traffic analysis, fingerprinting defense, wireless
network security.

I. INTRODUCTION

OBILE apps widely adopt encrypted communication.

However, existing research has revealed that attackers
can still infer app types and privacy-sensitive behaviors by
analyzing side-channel traffic features, such as packet length,
direction, and timing [1], [2], [3], [4], [5], [6], [7], [8],
[9], [10], [11], [12]. Among various attacks, wireless app
fingerprinting (WAF) attacks are particularly concerning due
to their ease of deployment and stealth. Without infiltrating
the network, a WAF attacker can passively capture app traf-
fic by deploying a sniffer within Wi-Fi coverage, enabling
continuous user monitoring. This poses a serious threat to
user privacy [13], [14], [15], [16], [17]. For instance, by
analyzing traffic generated by healthcare apps, an attacker
could infer medical information about the user. Researchers
at NYU Tandon demonstrated this risk by showing that traffic
from RouterSense, a health monitoring app, could reveal signs
of cognitive decline in Alzheimer’s patients [18]. Furthermore,
as certain apps directly interface with IoT devices, attackers
may extend cyber-level app attacks into the physical world. For
instance, identifying traffic from a smart lock app operating
in “away mode” could enable attackers to facilitate burglary
or other malicious activities [19].

A straightforward defense against WAF attacks is for
app developers to integrate traffic obfuscation mechanisms
on both the client and server sides, thereby preventing the
exposure of traffic features [20], [21], [22], [23]. However,
this approach requires modification of each app, resulting
in high deployment costs and limited scalability across the
vast and heterogeneous app ecosystem [24]. An alternative
defense is to deploy encryption proxies [25], [26], [27]. These
proxies are designed to anonymize destinations by relaying
traffic through intermediate servers. To reduce detectability,
they also apply traffic shaping. However, such shaping often
uses static parameters that leak side-channel features. For
example, OpenVPN pads packets to advanced encryption
standard (AES) block sizes, yielding lengths in multiples
of 16 bytes. This creates clusters in packet length distri-
butions, allowing attackers to infer destination fingerprints.
Dynamic shaping can offer better protection but increases
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system complexity and resource usage. Specifically, encapsu-
lation and multi-hop forwarding introduce extra latency and
degrade Quality of Service (QoS). Our evaluation (see §
VI-E) shows that even lightweight proxies like Shadow-
socks add about 19 ms RTT (1 40.43%). Dynamic strategies
would incur even higher overhead, further harming user
experience.

Consequently, deployable and effective defenses remain
lacking, leaving mobile apps persistently exposed to WAF
risks. To bridge this gap, there is a pressing need for a system
that supports rapid deployment in real-world settings. At the
core of such a system lie two essential objectives that must
be met to ensure swift and effective integration into diverse
app ecosystems, i.e., app transparency and marginal overhead.
The former requires that the defense operates transparently
to apps, necessitating no modifications to either the client
or server. The latter mandates that the defense minimizes
communication overhead and latency, ensuring a seamless
user experience. These two foundational principles enable
the defense to swiftly adapt to the dynamic and varied app
landscapes.

To achieve the objectives above, we propose an edge-side
traffic obfuscation architecture. This architecture leverages the
cooperation between mobile terminals and the access point
(AP) to perform real-time cloaking of app traffic. For mobile
terminals, only a traffic-shaping app needs to be installed,
without any modifications to the apps themselves. The traffic-
shaping app allows users to select which apps to obfuscate,
thereby offering WAF defense tailored to their needs. On
the AP side, by operating at the network’s edge within the
same local area network (LAN) as the mobile terminals,
cooperation with the traffic-shaping app ensures that the
localized traffic processing mechanism eliminates the need for
cross-domain forwarding. This approach significantly reduces
communication latency and mitigates the risk of data leakage.
Furthermore, since the AP only obfuscates traffic from a
limited number of local devices, it maintains manageable
computational overhead.

As a matter of fact, ensuring a defense with properties
of app transparency (thus deployable on user demand) and
marginal overhead is only part of the equation. To truly
be effective, the defense must also demonstrate resilience
against sophisticated attacks. In particular, it must withstand
adversarial traffic analysis aimed at bypassing defenses. Only
with this added robustness can the defense be deemed reliable
and effective. However, implementing such resilience in the
edge-side architecture still faces two challenges.

C1: Traffic Heterogeneity. Different apps exhibit distinct
traffic patterns, and even the same app may produce signifi-
cantly different patterns under varying operations. As a result,
a fixed obfuscation strategy struggles to balance defense effec-
tiveness and overhead. For instance, uniformly transforming
the traffic of low-bandwidth apps into that of high-bandwidth
ones may lead to network congestion. Therefore, an efficient
defense must adaptively adjust its strategy to heteroge-
neous traffic, achieving effective obfuscation with minimal
overhead.

C2: Defense Evasion. Attackers may continuously monitor
app traffic both before and after defense. By leveraging this
data, they can retrain fingerprint classifiers to recognize obfus-
cation patterns, filter them out, and ultimately circumvent the
defense. Therefore, an effective defense should conceal static
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TABLE I
ATRCLOAK VS. EXISTING DEFENSES

Defenses Traliggrent Lightweight g&zﬁi
AppMutation [20] O O O
Chaddad et al. [22] O O O
Cactus [23] ([ ] O O
Random O O O
GAN [28] O O ©
Surakav [29] O © o
AirCloak (Our Method) . . .

@ Fully Supported © Partially Supported O Not Supported

traffic characteristics and, at the same time, ensure resistance
to adversarial or retraining attacks.

To address these challenges, we introduce a novel traffic
obfuscation method called harmonization shaping, integrated
into our edge-side architecture as a middleware solution,
AirCloak. Harmonization shaping relies on the fact that
apps with similar traffic patterns incur less overhead when
obfuscated together than those with divergent patterns (see
IV-D for details). A1 rCloak begins by segmenting app traffic
into bursts (i.e., consecutive packets within short intervals) and
creating structured feature matrices to characterize them. It
groups heterogeneous apps into anonymity clusters based on
matrix similarity. For each cluster, a dedicated traffic genera-
tion model obfuscates traffic to mask intra-cluster differences,
addressing C1. To improve robustness, adversarial augmenta-
tion refines the obfuscation models. Before transforming real
traffic, generated obfuscated traffic undergoes three refinement
mechanisms: early sending, gap filling, and trace fine-tuning,
ensuring consistency with real communication patterns and
addressing C2.

With these innovations, AirCloak stands apart from exist-
ing defenses, as summarized in TABLE 1. We prototyped
AirCloak with two middleware components: a terminal-
side module built upon the VpnService framework [30] and
packaged as a one-click installable app, and an AP-side mod-
ule implemented using the Netfilter framework. AirCloak
was evaluated on public datasets and deployed in a real-world
network. Extensive evaluations demonstrate that AirCloak
effectively defends against three types of WAF attacks, and
consistently outperforms existing defenses.

Our work has made the following contributions:

e To our best knowledge, AirCloak represents the first
effort towards an edge-side defense middleware against
WAF attacks. It overcomes two key challenges, namely
traffic heterogeneity and defense evasion, and achieves
effective and efficient cloaking of heterogeneous app
traffic.

e We propose a novel harmonization shaping method to
efficiently obfuscate heterogeneous traffic. To enhance
defense robustness, we introduce an adversarial traffic
generation model. Additionally, we design three traffic
optimization strategies to balance defense overhead and
effectiveness.

e Extensive evaluations on both offline datasets and online
deployments demonstrate that AirCloak -effectively
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Fig. 1. WAF attack. An attacker deploys a Wi-Fi sniffer within the AP’s

coverage to capture and analyze wireless traffic.

mitigates WAF attacks. Specifically, it reduces the aver-
age Fl-score of four WAF attacks from 0.77 to 0.19.
Moreover, AirCloak imposes minimal overhead on
mobile terminals, with only a 3% increase in CPU usage,
an additional 3 ms in RTT, and a 5% rise in packet loss
rate.

II. BACKGROUND AND MOTIVATION

We present the fundamental principles of WAF attacks and
the motivation behind our defense.

A. Background: Wireless App Fingerprinting Attack

Although mobile apps widely adopt encrypted communi-
cation, side-channel traffic features such as packet length,
direction, and timing remain exposed. These features, intrin-
sically linked to an app’s runtime logic, exhibit distinctive
patterns. For example, Li et al. [1] demonstrated that different
user activities on Twitter (such as following, notifications,
and messaging) correspond to unique traffic patterns. Such
attacks [11, [2], [3], [4], [5], [6], [7], [8], [9], [10], [11], [12]
can accurately identify app types and infer privacy-sensitive
behaviors (e.g., video calls and financial transactions), thereby
posing significant threats to user privacy.

The defense scenario considered in this work targets typical
Wi-Fi environments, such as home and enterprise networks. As
illustrated in Fig. 1, an attacker can passively capture 802.11
frames using a wireless sniffer within Wi-Fi coverage, without
compromising the network or obtaining system-level privi-
leges, and subsequently perform WAF attacks by exploiting
exposed side-channel features.

B. Motivation for Our Defense

Existing WAF defenses predominantly rely on in-app traffic
obfuscation and encryption proxies.

In-app traffic obfuscation requires modifying both the client
and the server for each protected app. While effective, this
defense incurs high deployment costs and lacks scalability
across the vast and rapidly evolving app ecosystem.

Encryption proxy-based defenses leverage cloud servers
for centralized traffic forwarding, avoiding modifications to
apps. However, this centralized architecture has inherent lim-
itations: i) concurrent device access greatly burdens proxy
servers; ii) cloud forwarding introduces additional latency; and
iii) transmitting sensitive data, especially in healthcare and
finance, raises privacy concerns. Moreover, such proxies are
designed to conceal destinations rather than obfuscate side-
channel features, and thus provide limited defense against
WAPF attacks.
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In contrast, AirCloak adopts an edge-side obfuscation
architecture, in which defensive middleware deployed on ter-
minals and the AP collaboratively perform traffic cloaking.

III. AIRCLOAK OVERVIEW

We introduce our new defense, AirCloak, by outlining its
design goal and presenting an overview of its workflow.

A. Design Goal

AirCloak is designed for app-transparent deployment,
while providing effective and efficient WAF defense.

1) App-Transparent Deployment: AirCloak adopts an
edge-side defense architecture that performs traffic obfuscation
locally. Lightweight middleware is deployed on both the AP
and the mobile terminal, communicating via an encrypted tun-
nel. Upon detecting traffic from a target app, the middleware
triggers obfuscation and forwards the transformed traffic via
the tunnel. The process remains fully transparent to apps,
requiring no modifications to either the client or server.

2) Effective and Efficient Defense: Traditional obfuscation
strategies, such as randomization and uniformization, have
inherent limitations. Randomization may expose global fea-
tures (e.g., peaks or overall volume) [2], [4], [5], [31], while
uniformization incurs significant overhead when transforming
heterogeneous traffic. To address these issues, AirCloak
introduces harmonization shaping: it clusters apps with homo-
geneous traffic patterns and performs intra-cluster traffic
obfuscation, thereby preventing attackers from identifying
individual apps within the same cluster.

B. AirCloak Workflow

Fig. 2 illustrates the workflow of AirCloak. Apps on the
mobile terminal continuously generate network traffic, which
is captured in real time by the terminal-side middleware.
The middleware applies harmonization shaping to the uplink
traffic and forwards the obfuscated packets to the AP via an
encrypted tunnel (see § V-A). The AP-side middleware then
reconstructs the original traffic and forwards it to the Internet.
Downlink traffic follows the reverse path, being processed at
the AP before delivery to the terminal.

Specifically, AirCloak begins by continuously observing
app traffic and processing it using the Traffic Characterization
module ( § IV-A), which extracts burst-level features. These
features are formulated as a structured matrix, termed ATAM.
Multiple ATAM instances are collected per app and aggregated
into a unified matrix (HM) to represent its overall traffic
profile. The Homogeneous App Clustering module ( § IV-B)
quantifies the similarity between HMs and groups apps with
similar patterns into anonymity clusters. Subsequently, the
Obfuscation Traffic Generation module ( § IV-C) leverages
an adversarial model to learn cluster-level traffic distribu-
tions. Based on the learned models, the Obfuscation Traffic
Optimization module ( § IV-D) produces coarse-grained obfus-
cation traffic, which is further refined using three runtime
strategies (i.e., early sending, gap filling, and trace fine-tuning)
to preserve temporal and structural consistency before traffic
transmission.

IV. AIRCLOAK DESIGN

We elaborate on the four core modules of AirCloak:
Traffic Characterization ( § IV-A), Homogeneous App Clus-
tering ( § IV-B), Obfuscation Traffic Generation ( § IV-C),
and Obfuscation Traffic Optimization ( § IV-D).
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Fig. 2. AirCloak’s workflow and overall architecture. AirCloak deploys client middleware on the mobile terminal and server middleware on the AP. Both
ends capture original traffic, apply harmonization shaping, and transmit the obfuscated traffic through an encrypted tunnel. The obfuscation process consists
of four steps: i) characterize traffic; ii) cluster homogeneous apps; iii) train a traffic generation model for each cluster; and iv) optimize obfuscated traffic for

transmission.
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Fig. 3. ATAM characterizes traffic by calculating the count and length of
uplink and downlink packets within each time slot and representing these
features as a matrix.

A. Traffic Characterization

This module characterizes app traffic through two steps:
constructing characterization matrices and aggregating them.

1) Construct Characterization Matrix: App traffic origi-
nates from user interactions and typically manifests as short
packet bursts [10]. After deploying A1irCloak, the obfuscated
traffic is encapsulated within an encrypted tunnel, prevent-
ing attackers from observing flow-level bursts. To accurately
model the packet-level characteristics visible to attackers and
support targeted obfuscation, we introduce the App Traffic
Aggregation Matrix (ATAM). As illustrated in Fig. 3, itATAM
partitions time into N slots of duration ¢, recording in each
slot the count and total length of uplink and downlink packets.
These features form a matrix M € R**Y. Based on the
experimental analysis in § B-A, we set ¢ = 50 ms, N = 100.

2) Aggregate Characterization Matrix: App traffic varies
with context and user interactions, making it difficult for a
single ATAM to fully characterize an app’s overall behavior.
Therefore, we construct a hybrid matrix by extracting stable
features from multiple ATAM instances. For each M|i][j]
(i.e., the i'" feature in the j*" time slot), we analyze its dis-
tribution in terms of central tendency (mean and extrema) and
stability. To quantify representativeness, we adopt a variance-
based weighting mechanism that assigns larger weights
to positions with lower variance, as they exhibit higher

consistency across samples, and smaller weights to positions
with higher variance, which are less reliable. Based on this,
we construct a hybrid ATAM (HM), computed as

M) = o - 24

B -a) (1)

17 Uij

where o balances the contributions of the mean p;; and the
maximum m;;, while the variance a i reflects feature stability.
This formulation jointly captures long-term average trends and
short-term burst variations.

B. Homogeneous App Clustering

Mobile apps inherently exhibit heterogeneous traffic pat-
terns. When trained jointly across all apps, traffic generation
models tend to overfit frequent or structurally simple patterns,
thereby reducing defense effectiveness. Thus, we propose a
harmonization shaping strategy that clusters apps with simi-
lar traffic characteristics and performs modeling within each
cluster. This design mitigates cross-app bias and reduces the
distinguishability of apps within the same cluster.

1) Calculate Inter-HM Distances: As described in § IV-A,
each app is represented as HM € R**N spanning N
time slots and four traffic features (uplink/downlink packet
counts and lengths). To measure the similarity between
HM,, and HM,, we employ a Dynamic Time Warping
(DTW)-based distance metric, which enables elastic tempo-
ral alignment and accommodates runtime-induced variations
(e.g., network fluctuations). Specifically, we construct a matrix
D ¢ RWHDX(N+D " where DJi][j] denotes the minimum
cumulative distance required to align the first ¢ time windows
of HM,, with the first j time windows of HM,. D is
initialized as

D[0], 0] = 0,
D[i][0] = o0, fori>0 ()
DI0][j] = o0, forj >0

The local distance at a given time slot, denoted as
d(HM,,[:,i — 1], HM,[:,j — 1]), is computed using the
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Euclidean distance. The cumulative distance D, [i][j] is
updated iteratively as

Dy lil[j] = d(HMyp[:yi — 1), HM, [+, 5 — 1))
+min(D[ — 1[5}, D[i][j — 1], Dli = 1][j — 1(]3.)

Subsequently, D,,,[][j] is normalized to remove the influ-
ence of alignment path length, thereby ensuring comparability
across HM's. The normalized distance is

Donnlilli)

o )

Drnlilld] =
Finally, D}, ,, denotes the normalized distance between HM,,
and HM,,, where smaller values indicate a higher similarity
in their traffic patterns.

2) Cluster HMs: To satisfy evolving defense requirements,
particularly the emergence of new apps, we adopt an exten-
sible K-Means algorithm to cluster HMs in an unsupervised
manner. Given a predefined cluster number k, we randomly
initialize k cluster centers {Cy,C5, -+ ,Cy}. For each HM,
its distance to each C; is computed using Eqn. (4) and it is
assigned to the nearest cluster. When a new HM joins cluster

S;, the cluster center is updated by recalculating the centroid
Crev as

1 Z HM. (5)

O?CW —
il HMES;

Sample assignment and centroid updates iterate until con-
vergence or the maximum number of iterations is reached. In
practice, clusters with very few samples may exhibit distinctive
patterns and remain vulnerable to WAF attacks. To mitigate
this issue, we introduce cluster-size regularization. Clusters
below a predefined threshold are identified, their distances to
other centroids are computed, and they are merged into the
nearest sufficiently large cluster. When multiple small clusters
are in close proximity, they are merged preferentially.

3) Update HM s: Mobile app updates may introduce traffic
pattern drift, potentially invalidating prior cluster assignments.
To this end, we design a traffic drift detection and online
cluster update mechanism. Let the current traffic represen-
tation of app a be HM,, and let C. denote its assigned
cluster centroid. The distance between them is defined as
A, = d(HM,,C,.). If this distance exceeds a threshold 7
for I consecutive windows, traffic drift is declared. Here, 7
is set as the 95th percentile of natural intra-app fluctuation,
and I' = 100. Once drift is detected, distances between the
updated HM, and all centroids C; are computed, and the app
is reassigned to the nearest cluster. HM, then inherits the
corresponding cluster-level generative model for subsequent
traffic obfuscation.

The clustering procedure is detailed in § A-A.

C. Obfuscation Traffic Generation

For each cluster, AirCloak trains a dedicated generative
model to produce obfuscation traffic aligned with the cluster’s
traffic characteristics. An adversarial training mechanism is
then employed to iteratively refine the generated traffic,
improving its realism and diversity.
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Fig. 4. Architecture of the traffic generation model.

1) Model Architecture: We design a conditional Generative
Adversarial Network (cGAN) model to generate app-specific
traffic. As illustrated in Fig. 4, the model consists of a
generator, a discriminator, and an observer.

Generator learns authentic app traffic patterns and generates
app-specific obfuscated (fake) traffic. It adopts an LSTM-based
architecture that takes an intra-cluster label ¢ and random noise
z as input, and outputs the obfuscated traffic G(z).

Discriminator distinguishes between authentic and obfus-
cated traffic. It takes a labeled traffic sample as input and
outputs a scalar indicating the probability that the sample is
real.

Observer enhances semantic consistency between the obfus-
cated traffic and the target app. It is a pre-trained classifier
that takes traffic samples that have successfully fooled the
discriminator as input and outputs the predicted app label.

We train a dedicated model per cluster to generate obfus-
cated traffic aligned with cluster-level characteristics. This
design avoids applying a uniform obfuscation strategy to
heterogeneous apps, thereby minimizing defense overhead
(e.g., unnecessary high-density obfuscation for sparse traffic).
Moreover, the cluster-specific design increases feature overlap
among apps within the same cluster, further enhancing indis-
tinguishability. The detailed cGAN architecture is provided
in § A-B.

2) Model Training: Model training involves three steps:
training the discriminator, the observer, and the generator.

The discriminator distinguishes whether a traffic sample
conforms to the real traffic distribution. It is trained to max-
imize the probability assigned to real samples and minimize
that of generated samples, thereby strengthening its discrimi-
native capability. Its loss function is

Lp = —E, log D(z)] — E. log (1 - D(G())],  (6)

where the first term denotes the cross-entropy loss on real
traffic «, and the second penalizes classifying generated traffic
G(z) as real.

The observer classifies generated traffic and guides the
generator by minimizing the discrepancy between predicted
and true labels, thereby preserving the target app’s semantic
characteristics. Its loss function is

Lo=~) cilogé, ™

where ¢; is the predicted label.

The generator aims to produce traffic that is both realistic
and app-specific. It is optimized via joint gradient feedback
from the discriminator and the observer. The loss function is

Z ¢ log c] . (8

%

Lg = —E, [log D(G(z))] — AE;
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The global optimization objective is formulated as

mén max Liotal = Ey [log D(z)] + E, [log(1 — D(G(2)))]

—AE: | cilogéi| . ©)

i
During training, the generator, discriminator, and observer
are optimized alternately. As the generator initially produces
low-quality traces, introducing the observer too early may
hinder convergence. Thus, the observer loss is initially set to O
and progressively introduced as generation quality improves.

Algorithm 1 Traffic Transmission

Input: sending buffer 1), generated sequence &

Qutput: transmission sequence <
1 Initialization: p < first packet in 1, g < first packet in &;
2 while ¢ # () and £ # 0 do

3 retrieve p, q;

4 if len(p) > len(q) then

5 split p into p1, p2, s.t. len(p1) = len(q);
6 send p1;

7 return ps to 1;

8 else if len(p) < len(q) then
9 if 1) # (0 then

10 update p;

1 retrieve p’ from 1;
12 merge p, p’ into p;
13 send p;

14 else

15 pad p to len(q);

16 send p;

17 end

18 else if len(p) = len(q) then
19 | send p;

20 end

21 update p, g;

22 end

23 while v = 0 and £ # () do

24 forge p;

25 send p;

26 end

D. Obfuscation Traffic Optimization

This module uses the trained cGAN generator to produce
obfuscation traffic, jointly enforced by the mobile terminal and
the AP. Both sides establish dedicated send buffers, capturing
raw packets from their network interfaces and forwarding them
to these buffers. At each time slot, the generator outputs
a sampled traffic trace. The terminal and AP then retrieve
packets sequentially and apply transformations (such as frag-
ment, reassemble, pad, and forge, as detailed in § V-B) to
match the sampled trace. The detailed steps are presented in
Algorithm 1. To further enhance realism, we introduce three
runtime mechanisms: early sending, gap filling, and trace fine-
tuning to optimize the generated obfuscation traffic.

1) Early Sending: In real-world networks, app traffic
evolves continuously. A traffic generation model trained on
historical data may not fully capture runtime variation, lead-
ing to mismatches between generated and authentic traffic,
particularly in packet direction and timing. For example,
if an app needs to send a 100-byte uplink packet from
the terminal, but the generator produces a downlink trace
(e.g., [+ ,—200,-300,---]), the AP must first forge two
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Fig. 5. Subfigure (a) compares the generated traffic with the transmission
traffic after applying early sending. Subfigure (b) shows the impact of k£ on
the KL divergence between the generated and transmission traffic, as well as
the defense cost.

downlink packets (200 and 300 bytes) before allowing the
uplink transmission. Although this strategy enforces con-
formity between generated traces and observed behavior, it
inevitably incurs additional defense overhead and communi-
cation latency.

To address this, we introduce an early sending mecha-
nism. When k consecutive real packets fail to align with
the generated trace, AirCloak temporarily suspends forced
packet injection and allows immediate transmission of real
packets. Fig. 5(a) shows that enabling this mechanism signif-
icantly improves structural similarity between generated and
actual traces. Fig. 5(b) quantifies its impact under different
k values using two metrics: KL divergence, which measures
the statistical discrepancy between transmission and generated
traces, and defense cost, which reflects the additional injected
data. As k increases, AirCloak prioritizes trace consistency
by continuing to inject expected packets despite mismatches,
albeit at the cost of higher overhead.

To balance traffic alignment and overhead, we propose a
history-aware adaptive strategy that adjusts k£ in real time
based on prior observations. At time slot ¢, the matching

metric is l
1 ~
G =7 §}_1 X - X

where X is the transmission trace, X is the generated trace,
and [ is the trace length. The update strategy for £ is

. (10)

t

1

ke =ko+ x|+ E G—7]
i=t—N+1

Y

where kg is the initial value, v is the matching threshold,
N is the number of historical time slots, and x is the
adjustment rate. Based on experiments on the Android150 [9]
and AppTrace50 datasets, we set kg = 3,7 = 0.9, N = 5, and
x =0.1.

2) Gap Filling: App traffic is strongly driven by user
interactions. During inactivity, pronounced idle gaps emerge
in the traffic stream. Such intervals may act as distinctive
fingerprints, as attackers can exploit their frequency, duration,
and timing to identify the source app.

The gap filling mechanism injects perturbations into authen-
tic traffic, thereby obscuring distinctive idle intervals. When
AirCloak detects consecutive idle time windows, it main-
tains a counter; if the counter exceeds a threshold w, the
segment is treated as a potential fingerprinting risk and gap fill-
ing is triggered. To avoid reverse engineering, w is randomized
following an exponential distribution, i.e., w ~ Exp(-). Once
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Fig. 6. Subfigure (a) compares the generated traffic with the transmission
traffic after applying gap filling, and subfigure (b) shows the results after
applying trace fine-tuning.

triggered, the mobile terminal and the AP collaboratively inject
dummy packets based on the generated trace, without waiting
for real traffic. As shown in Fig. 6(a), prominent idle segments
in the original traffic trace are replaced by forged packets
of varying directions and lengths, creating the appearance of
continuous activity.

3) Trace Fine-Tuning: Statistical analysis of the
Android150 [9] and AppTrace50 datasets reveals a consistent
pattern: over 70% of packets are server responses, typically
close to the Maximum Transmission Unit (MTU). This
reflects the common practice of segmenting large resources
(e.g., images or media) into near-MTU-sized packets
to optimize throughput. Consequently, response packets
significantly smaller than the MTU may appear statistically
abnormal and serve as potential fingerprints.

We propose a trace fine-tuning mechanism that modifies
downlink packet sizes to obscure real server transmission pat-
terns. For each generated trace, AirCloak inspects downlink
packets and uniformly resizes them toward the MTU. Fig. 6(b)
illustrates the resulting traffic transformation. We evaluate the
mechanism using two metrics: i) defense cost, packet resizing
increases total transmitted bytes, with an average overhead of
approximately 12%. ii) obfuscation effectiveness, measured
by KL divergence between original and obfuscated traffic.
After trace fine-tuning, KL divergence decreases from 0.156
to 0.098, a reduction of 37.2%, indicating a more concentrated
distribution and reduced information leakage.

V. AIRCLOAK IMPLEMENTATION

AirCloak establishes an encrypted tunnel between the
mobile terminal and the AP, and performs traffic obfuscation
before forwarding app traffic through the tunnel.

A. Encrypted Tunnel

As shown in Fig. 7, AirCloak establishes a UDP-based
encrypted tunnel between the mobile terminal and the AP. The
terminal-side middleware transforms uplink traffic, while the
AP-side middleware processes downlink traffic.

1) Terminal-Side Middleware: The terminal-side middle-
ware is implemented using Android’s native framework,
VpnService [30], which creates a virtual network interface
to relay all traffic. App traffic is redirected through this
interface, allowing AirCloak to capture raw IP packets
via the vpnlnput API for parsing and processing. For TCP
traffic, AirCloak maintains per-connection state to support
protocol-level operations such as handshake, retransmission,
and connection termination (e.g., the handshake phase is
labeled SYN_SENT, and the data transfer phase ESTAB-
LISHED). Intercepted packets are then transformed through
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fragmentation, reassembly, padding, and forgery to match the
generated trace, encapsulated in a UDP tunnel, and forwarded
to the AP. Similarly, downlink packets from the AP follow the
reverse path: they traverse the tunnel, are reconstructed at the
terminal, and are finally delivered to the target app through
the vpnOutput APIL.

Moreover, AirCloak offers customizable defense policies
to accommodate diverse privacy requirements. It identifies
apps by their unique package_names and displays app infor-
mation in a graphical interface (see Fig. 8), allowing users to
selectively activate protection. Once authorized, traffic from
selected apps is intercepted and obfuscated, while all other
traffic bypasses the middleware and is forwarded directly
to external networks. Implementation details are provided
in § A-C.

2) AP-Side Middleware: The AP-side middleware is built
on the Linux iptables and Netfilter frameworks. iptables
rules redirect uplink obfuscated traffic to user space, where
a Netfilter Queue buffers and processes the encapsulated
packets. Each packet is then decapsulated, re-injected into the
kernel, and forwarded via the standard routing path to the
destination server. Similarly, response packets from remote
servers are redirected to another Netfilter Queue through
dedicated iptables rules. After processing, the AP encapsulates
the transformed packets and sends them back to the terminal
via the UDP tunnel.

B. Packet Obfuscation Operations

AirCloak implements four fundamental obfuscation oper-
ations (i.e., fragment, reassemble, pad, and forge) to modify
packet size and direction, thereby masking side-channel pat-
terns. To support correct reconstruction at the tunnel endpoint,
each transformed packet is prepended with a 2-byte obfusca-
tion header and encapsulated in a UDP packet. The header
uses a fixed encoding format: the first 2 bits specify the
operation type, and the remaining 14 bits encode operation-
specific metadata.

1) Fragment: The original packet is split into two sub-
packets, each carrying an obfuscation header. To enable correct
reassembly, a globally unique fragment identifier is encoded in
header bits 2—14, while bit 15 denotes the fragment’s position
within the pair (0 for the first fragment, 1 for the second).

2) Reassemble: AirCloak combines two consecutive
packets into one, prepending an obfuscation header. To con-
ceal their boundary, individual lengths are omitted from the
payload; instead, the first packet’s size is encoded in header
bits 2—-15.

3) Pad: AirCloak appends a random padding string to
the original packet and prefixes the result with an obfuscation
header. Header bits 2—-15 encode the original packet length,
ensuring accurate payload recovery during reconstruction.

4) Forge: AirCloak generates dummy packets indepen-
dently of original traffic. In these packets, header bits 2—15
are filled with a randomly generated bit sequence.

VI. EVALUATION

Our evaluation aims to answer four research questions:

e RQ1: How effective is AirCloak in defending against
WAF attacks compared with existing defenses?

e RQ2: How effective is AirCloak in defending against
WAF attacks compared with encryption proxies?

¢ RQ3: How well does AirCloak protect unknown apps?

e RQ4: What is the runtime overhead of AirCloak?
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Fig. 8. User interface of the terminal-side AirCloak.

A. Testbed and Datasets

To answer these questions, we conduct extensive evaluations
of AirCloak using two datasets:

Android150 [9] is a public dataset containing traffic data
from 150 of the most popular apps on the Google Play Store,
such as Facebook, Instagram, and Airbnb.

AppTrace50 is collected using our AppTrace testbed and
contains traffic from 50 popular Google Play apps spanning
categories such as social media, streaming, news, music,
and lifestyle. User interactions were simulated on Google
Pixel 2 devices using the Monkey framework [32], and traf-
fic was extracted by filtering packets based on each app’s
package_name.

B. App Fingerprinting Attacks

Existing WAF attacks exploit three types of traffic features:
sequence structures, spatiotemporal features, and statistical
features. We evaluate four representative WAF attacks covering
all three types.

AppScanner [5] extracts bursts from TCP flows and
computes statistical features for each burst, including the maxi-
mum, minimum, mean, standard deviation, variance, skewness,
and quantiles of packet lengths.

Aceto et al. [33] extract features such as packet length,
direction, and inter-arrival time, and employ a Markov model
to capture their temporal dependencies.

AppSniffer [9] adopts a two-stage approach for app classi-
fication. First, it distinguishes normal traffic from VPN traffic
based on the number of TCP flows. Then, it uses a stacked
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ensemble model built on LightGBM and FastAl to learn the
spatiotemporal characteristics of packets.

MCS [2] analyzes bursts in TCP flows and extracts sta-
tistical features such as packet length, inter-arrival time,
uplink/downlink packet ratios, and direction changes. It
then combines the outputs of multiple classifiers, including
Bayesian and Random Forest, to make the final decision.

Notably, we assume that only one foreground app is active
and that WAF attacks are trained and tested on its clean traffic.
This setting provides attackers with an idealized scenario.
In practice, however, concurrent app execution significantly
complicates fingerprint extraction [10]. Thus, strong defense
performance under clean traffic conditions implies even greater
robustness in mixed-app scenarios.

C. Baseline Defenses

We compare AirCloak with six traffic obfuscation-based
defenses and three encryption proxies.

AppMutation [20] computes the packet length distribution
of the source app and strategically pads packets to reshape it
toward a target app’s distribution.

Chaddad et al. [22] propose reshaping a source app’s packet
length distribution to mimic a target app. Unlike AppMutation,
their method selects the optimal target through mathematical
modeling to minimize transformation overhead.

Cactus [23] reshapes app traffic by leveraging inherent TCP
mechanisms. It alters uplink traffic via chaff packet injection
and packet fragmentation, and adjusts downlink traffic by
modifying TCP window sizes.

Building on the encrypted tunnel established by
AirCloak, we also compare several traffic generation
methods.

Random randomly alters the length of each packet. If the
new length is larger, padding is added; otherwise, the packet
is split accordingly.

GAN [28] employs a generator to produce traffic traces from
noise and a discriminator to distinguish between generated and
real ones. Once trained, the generator is used to produce adver-
sarial traffic traces for obfuscation. The generator includes
a fully connected layer with 512 neurons, followed by two
LSTM layers with 1,024 hidden units each, and an output
projection layer. The discriminator consists of a hidden layer
with 256 neurons and a single-neuron output layer.

Surakav [29] is built on a conditional WGAN to cap-
ture the burst-level distribution of real traffic and generate
diverse obfuscation traces. During online deployment, Surakav
employs the generated traces as transmission templates, inte-
grating a tunable burst-interval alignment mechanism and
stochastic inter-burst sampling. It further regulates dummy
packet injection via a probabilistic skipping strategy, thereby
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TABLE I
CONFIGURATION OF THREE ENCRYPTION PROXIES

Proxy Encryption  Obfuscation Encapsulation
Shadowsocks chacha20 - TCP
ShadowsocksR chacha20 TLS TCP
V2Ray VMess WebSocket WebSocket

embedding real traffic into the learned generative distribution
space.

Encryption proxies are generally classified into two types:
i) lightweight proxies offering basic encryption and forward-
ing, and ii) highly covert proxies employing advanced traffic
camouflage. We evaluate three representative proxies: the
lightweight Shadowsocks [34], and the covert ShadowsocksR
[35] and V2Ray [36]. Their configurations are detailed in
TABLE IL

D. AirCloak Vs. Baseline Defenses

1) Experimental Setup: Since baseline defenses operate
exclusively in offline mode, we evaluate both AirCloak and
these defenses in an offline setting. Using the Android150 [9]
and AppTrace50 datasets (split 7:3 for training and testing),
we assess four WAF attacks: AppScanner [5], Aceto et al.
[33], AppSniffer [9], and MCS [2]. We assume attackers can
monitor traffic long-term and retrain their models on defended
traces. Evaluation metrics include precision, recall, and F1-
score of WAF attacks, as well as defense cost, defined as the
relative increase in packet count and size compared to original
traffic.

2) Results: As shown in TABLE III, AirCloak outper-
forms all baseline defenses, reducing the average F1-score of
four WAF attacks from 0.77 to 0.19. Without defense, the
average F1-scores of the four WAF attacks on the Android150
and AppTrace50 datasets are 0.82 and 0.71, respectively. With
AppMutation defense, the Fl-scores are 0.76 and 0.56; with
Chaddad et al., the F1-scores are 0.78 and 0.73; and with Cac-
tus, the Fl-scores are 0.75 and 0.63. These baselines remain
limited because they cannot flexibly transform bidirectional
traffic. AppMutation and Chaddad et al. reshape packet length
distributions to mimic those of other apps; however, attackers
can simply retrain on defended traces to circumvent them.
Cactus obfuscates bidirectional traffic via TCP header mod-
ifications, yet its changes are constrained (< 10%) to avoid
network delays, which substantially limits its effectiveness.

Answer to RQ1. AirCloak demonstrates strong efficacy in
mitigating WAF attacks, surpassing all six traffic obfuscation-
based defenses. It reduces the average Fl-score of WAF
attacks from 0.77 to 0.19.

In contrast, defenses combined with our encrypted tunnel,
such as Random, GAN, and Surakav, exhibit significantly
improved effectiveness. On the Android150 and AppTrace50
datasets, Random reduces the average F1-scores of four attacks
by 43.90% and 49.30%, respectively; GAN reduces them by
41.46% and 57.75%, and Surakav reduces them by 65.85%
and 61.97%. These gains, however, come at the cost of sub-
stantially higher overhead. For example, on the AppTrace50
dataset, GAN increases the packet number by 289% and packet
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Fig. 9. Comparison of AirCloak and encryption proxy-based defenses in
packet loss, retransmission, RTT, and defensiveness.

size by 178%, whereas Surakav increases them by 298% and
100%, respectively. By comparison, AirCloak achieves the
highest defense effectiveness with lower overhead, reducing
Fl-scores by 78.05% and 71.83% on the Android150 and
AppTrace50 datasets, respectively, outperforming all baseline
defenses.

E. AirCloak Vs. Encryption Proxies

1) Experimental Setup: We use Google Pixel 2 smart-
phones as mobile terminals and a Raspberry Pi as the AP.
The online evaluation is conducted on our AppTrace testbed,
comparing AirCloak with three encryption proxies: Shad-
owsocks, ShadowsocksR, and V2Ray. Each proxy client is
deployed on a Google Pixel 2 smartphone, with the proxy
server hosted on the same cloud server. The apps used in
this experiment are consistent with those in the AppTrace50
dataset.

Answer to RQ2. AirCloak outperforms all three encryption
proxy—based defenses, reducing the average F1-score of WAF
attacks from 0.71 to 0.20 while incurring minimal impact on
app network communication.

2) Results: As shown in TABLE IV, AirCloak out-
performs the three encryption proxy-based defenses in
effectiveness. It reduces the average F1-score of WAF attacks
by 71.83% while imposing minimal impact on smartphone net-
work services. In the absence of defense, the four WAF attacks
yield an average F1-score of 0.71. Deploying the three encryp-
tion proxies reduces attack effectiveness to varying degrees:
Shadowsocks lowers the average Fl-score by 33.80%, while
ShadowsocksR and V2Ray achieve reductions of 42.25% and
49.30%, respectively. This limitation stems from the fact that
encryption proxies prioritize traffic camouflage over genuine
obfuscation. For instance, V2Ray encapsulates traffic within
WebSocket to mimic normal behavior; however, it does not
modify the underlying traffic structure, thereby limiting its
defensive effectiveness. In contrast, AirCloak transforms
traffic into diverse generated traces, achieving robust obfus-
cation and reducing the Fl-score by 71.83%.

AirCloak provides strong defense while exerting min-
imal overhead on app network performance. As shown in
Fig. 9, without defense, packet loss and retransmission rates
are 1.01% and 0.28%, respectively, with an average RTT
of 48.16 ms. In contrast, encryption proxies significantly
increase network overhead: packet loss rate rises by 50%
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TABLE III
EVALUATING ATRCLOAK AND BASELINE DEFENSES

b Attacks AppScanner Aceto et al. AppSniffer MCS Defense Cost Defense
ataset . .
Metric Pre/Rec/F1 Pre/Rec/F1 Pre/Rec/F1 Pre/Rec/F1 (Pkt Num, Size) ~ Effectiveness
No Defense 0.91/0.78/0.84  0.84/0.74/0.76 ~ 0.87/0.88/0.87  0.82/0.82/0.82 0%, 0% /
AppMutation 0.92/0.71/0.80  0.80/0.75/0.76 ~ 0.67/0.71/0.64  0.84/0.83/0.83  100%, 100% 17.32%
Chaddad et al.  0.98/0.84/0.90  0.83/0.79/0.80  0.45/0.54/0.43  0.97/0.97/0.97  33%, 2% 14.88%
Android150 Cactus 0.93/0.76/0.83  0.76/0.63/0.67  0.60/0.70/0.61  0.88/0.88/0.88  36%, 5% 18.54%
Random 0.75/0.35/0.46  0.61/0.60/0.59  0.40/0.44/0.27  0.51/0.51/0.51  91%, 9% 1$43.90%
GAN 0.80/0.42/0.54  0.52/0.54/0.52  0.17/0.41/0.24  0.61/0.60/0.60  240%, 55% 141.46%
Surakav 0.57/0.17/0.25  0.38/0.29/0.32  0.39/0.42/0.25  0.28/0.28/0.28  211%, 86% 165.85%
AirCloak 0.49/0.08/0.13  0.27/0.16/0.14  0.26/0.35/0.26  0.19/0.18/0.18 47 %, 48% 178.05%
No Defense 0.75/0.65/0.68  0.76/0.62/0.67  0.78/0.78/0.77  0.73/0.72/0.72 0%, 0% /
AppMutation 0.65/0.45/0.52  0.65/0.54/0.58  0.59/0.64/0.60  0.54/0.54/0.53  103%, 112% $21.13%
Chaddad et al.  0.97/0.78/0.86  0.78/0.70/0.70  0.49/0.54/0.40  0.97/0.96/0.96  63%, 7% 12.82%
AppTraces0 Cactus 0.84/0.59/0.68  0.66/0.49/0.56  0.49/0.60/0.49  0.79/0.79/0.78  21%, 6% $11.27%
bp Random 0.62/0.29/0.38  0.36/0.46/0.37  0.25/0.50/0.33  0.37/0.39/0.37  50%, 44% 149.30%
GAN 0.38/0.22/0.27  0.39/0.26/0.31  0.28/0.53/0.37  0.22/0.25/0.23  289%, 178% $57.75%
Surakav 0.33/0.19/0.23  0.39/0.18/0.24  0.30/0.50/0.37  0.22/0.24/0.22  298%, 100% $61.97%
AirCloak 0.36/0.09/0.14  0.35/0.15/0.23  0.28/0.38/0.31  0.09/0.10/0.09 127 %, 68% 171.83%
TABLE IV
EVALUATING ATRCLOAK AND ENCRYPTION PROXIES
Attacks AppScanner Aceto et al. AppSniffer MCS Packet Loss/ RTT (us) Defense
. ms .
Metric Pre/Rec/F1 Pre/Rec/F1 Pre/Rec/F1 Pre/Rec/F1 Retransmission Effectiveness
No Defense 0.75/0.65/0.68  0.76/0.62/0.67  0.78/0.78/0.77  0.73/0.72/0.72  1.01% / 0.28% 48.16 /
Shadowsocks 0.55/0.21/0.30  0.64/0.54/0.56  0.64/0.64/0.62  0.39/0.41/0.40  1.55% / 0.27% 67.63 133.80%
ShadowsocksR ~ 0.54/0.28/0.35  0.45/0.36/0.37  0.48/0.53/0.49  0.40/0.42/0.41  1.72% / 0.57% 70.19 142.25%
V2Ray 0.53/0.21/0.28  0.49/0.36/0.39  0.42/0.48/0.43  0.35/0.35/0.35 1.51% / 0.55% 72.04 449.30%
AirCloak 0.38/0.09/0.13  0.35/0.15/0.23  0.26/0.34/0.29  0.15/0.15/0.15 1.20% / 0.28%  52.02 171.83%
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Fig. 10. Evaluating AirCloak and other defenses in the open world scenario.

to 70%, retransmission rate increases by up to 103%, and
RTT increases to 67.63 ms, 70.19 ms and 72.04 ms, respec-
tively, noticeably impacting user experience. By comparison,
AirCloak has negligible effect on retransmission, introduc-
ing only an 18% increase in packet loss and an 8% increase
in RTT, which represents substantially lower overhead than
encryption proxies.

F. Open-World Evaluation

1) Experimental Setup: We evaluate AirCloak in pro-
tecting previously unseen apps by training on AppTrace50
and testing on Android150. AppMutation and Chaddad et al.
rely on packet length distributions of known apps and are
thus inapplicable in open-world settings. Cactus and Random
apply generic random modifications and exhibit no meaningful
difference between known and unknown apps, so they are

also excluded. Accordingly, we compare AirCloak with
GAN and Surakav. GAN trains a generative model on training
apps and applies it uniformly to all test apps. Surakav uses a
conditional generator to synthesize app-specific traffic. In con-
trast, AirCloak clusters training apps and trains a dedicated
generator per cluster, assigning test apps to the appropriate
cluster.

Answer to RQ3. In the open-world setting, AirCloak
effectively protects previously unknown apps, reducing the
average Fl-score of WAF attacks by 73.17%.

2) Results: Fig. 10 shows the defense effectiveness of
GAN, Surakav, and AirCloak against four WAF attacks
in the open-world scenario. AirCloak reduces the average
Fl-score of attacks by 73.17%, outperforming GAN (50%)
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Fig. 11. System overhead of AirCloak on the terminal.

and Surakav (65.85%). Meanwhile, it increases defense cost
(packet size) by only 38%, which is significantly lower than
that of GAN (276%) and Surakav (197%). This performance
gap is mainly due to GAN and Surakav generating traces
for individual apps, leading to substantial mismatches when
defending against unseen apps. In contrast, AirCloak gen-
erates matching traces at the cluster level and further refines
them through three mechanisms: early sending, gap filling, and
trace fine-tuning.

G. Runtime Overhead

1) Experimental Setup: We deploy the AirCloak client
on a Google Pixel 2 smartphone and assess its impact on
device performance with and without the defense enabled.
Evaluation metrics include CPU usage, memory usage, RTT,
packet loss rate, and retransmission rate. CPU and memory
usage are collected using the Android debugging tool, dumpsys
[37], specifically via the cpuinfo and meminfo commands.
RTT, packet loss rate, and retransmission rate are obtained
through tcpdump. Additionally, we deploy the AP-side mid-
dleware on an Ubuntu 20.04 virtual machine and evaluate its
computational overhead. We measure CPU usage, memory
usage, and I/O load, which are obtained using pidstat, top,
and iostat, respectively.

2) Results: As shown in Fig. 11, AirCloak imposes
negligible overhead on the terminal. When no apps are
running, the system remains idle with no extra CPU cost.
Fig. 11(a) shows that CPU usage scales proportionally with the
number of running apps. With five apps active concurrently,
AirCloak raises CPU usage only slightly from 35% to
38%. As shown in Fig. 11(b), AirCloak has virtually no
impact on memory usage, owing to the lightweight traffic inter-
ception and processing mechanisms provided by Android’s
VpnService framework. RTT results in Fig. 11(c) show a mod-
est average latency increase of approximately 3 ms, mainly
due to traffic interception and transformation at the virtual
interface before forwarding to the physical interface. Finally,
Fig. 11(d) demonstrates that the packet loss rate increases
by only approximately 5%, with minimal influence on packet
retransmissions.
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Answer to RQ4. AirCloak incurs minimal overheadon
the terminal, increasing CPU utilization by 3%,RTT by 3
ms, and the packetloss rate by approximately 5%. Its impact
on memory consumption and packetre transmission rate is
negligible.

AirCloak also introduces minimal runtime overhead on
the AP. When the AP is idle, CPU (user-space) utilization and
memory usage are 5.4% and 22.7%, respectively. With one
terminal running the defense middleware connected to the AP,
CPU utilization increases to 7.9%, while memory usage rises
to 23.4%. When five devices are connected, CPU utilization
reaches 11.8% and memory usage increases to 25.6%. The /O
load remains stable across all evaluated conditions.

VII. DISCUSSION

A. Broader Protection Scope

WAF attacks not only compromise user privacy but may
also threaten physical safety. By analyzing traffic from IoT
control apps, attackers can infer the types and operational
states of IoT devices (e.g., a door lock set to “away mode”),
thereby enabling targeted intrusions [38], [39], [40], [41], [42].
Fortunately, A1 rCloak effectively mitigates such threats. In §
B-B, we evaluated 20 representative IoT devices (e.g., smart
plugs, cameras, speakers, and sensors) along with their cor-
responding control apps. For each app, we generated real
interaction traffic by manually simulating user operations.
Using the collected traffic, we assessed the performance of
WAF attacks before and after deploying AirCloak. The
results demonstrate that AirCloak significantly hinders IoT
device identification based on app traffic, reducing the average
Fl1-score of WAF attacks to the level of random guessing.

B. More Sophisticated Attacks

While WAF attacks are widely adopted due to their ease
of execution, advanced attackers may compromise the AP
to analyze TCP traffic. AirCloak remains resilient against
such attacks, as its AP-side middleware can also be deployed
on cloud servers. In this mode, uplink traffic is tunneled
to the cloud for forwarding, so a compromised AP only
exposes obfuscated traffic. Cloud deployment, however, incurs
additional latency and resource consumption (see VI-E). In
practice, users can flexibly select the deployment mode accord-
ing to resource and privacy needs.

C. Compatible Platforms

Currently, the terminal-side middleware of AirCloak is
implemented for Android devices, while the AP-side mid-
dleware operates on Linux systems. We intend to extend
AirCloak to other OSs, such as iOS and Windows, to
facilitate broader deployment. On i0S, the Network Extension
framework provides components such as NEPacket Tunnel
Provider [43] and related tunnel management modules. This
framework is functionally analogous to VpnService, as both
enable user-space interception, processing, and forwarding of
IP traffic. On Windows, equivalent functionality can be real-
ized via mechanisms such as WinDivert [44] or the Windows
Filtering Platform.
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VIII. RELATED WORK

We review the research progress on app fingerprinting
attacks and discuss existing defenses.

A. App Fingerprinting Attacks

App fingerprinting attacks typically rely on four types of
traffic features, including i) IP addresses, ii) sequence struc-
ture, iii) spatiotemporal features, and iv) statistical features of
packets.

IP addresses [8], [45], [46]. Van Ede et al. [8] proposed
FlowPrint, which automatically identifies temporal correla-
tions among destination-related features in network traffic and
uses these correlations to generate fingerprints. Pham et al.
[45] treated IP addresses and port numbers as graph nodes,
with communication correlations forming the edges, and
applied deep graph convolutional networks to model app
behaviors.

Sequence structure [1], [10], [33], [47], [48]. Li et al. [10]
segmented traffic based on short-term packet patterns and
extracted structural features linked to specific apps. Aceto et al.
[33] constructed a Markov model using packet length, direc-
tion, and inter-packet intervals to capture sequence features to
support both packet-level and message-level app identification.

Spatiotemporal features [3], [9], [49], [50], [51]. Oh et al.
[9] proposed a two-stage identification model for VPN traf-
fic: first identifying VPN traffic, and then using LightGBM
and FastAl to learn spatiotemporal dependencies in packet
sequences.

Statistical features [2], [4], [5], [6], [31], [52], [53], [54],
[55]. Taylor et al. [S] designed AppScanner, which classifies
app fingerprints by extracting statistical features from TCP
flow bursts, while Aceto et al. [2] further improved clas-
sification performance using a multiclass system based on
burst-level statistics.

B. Existing Defenses

App fingerprinting defenses typically rely on in-app traffic
obfuscation and encryption proxies.

In-App traffic obfuscation defenses [20], [21], [22], [23],
[56], [57], [58], [59], [60], [61] modify traffic by padding
or splitting packets, inserting dummy packets, or altering
packet length distributions. Although theoretically effective at
disrupting traffic features, these approaches face deployment
challenges: they require customized modifications to each
app’s client and server; otherwise, the transformed traffic
cannot be correctly parsed. AirCloak addresses these issues
by establishing an encrypted tunnel between the AP and the
mobile terminal, thereby enabling flexible traffic modification
without disrupting normal communication.

Encryption proxy-based defenses [25], [26], [27] set up a
proxy server between the client and the destination server
to forward traffic in both directions, thereby offering pro-
tection. However, these solutions have notable drawbacks.
All traffic must pass through the proxy server, introducing
unavoidable latency and computational overhead. Moreover,
forwarding based solely on domain names or IP addresses
lacks the granularity required for precise per-app protection.
In contrast, AirCloak performs traffic transformation within
the LAN, ensuring low and controllable defense overhead.
Leveraging Android’s VpnService, AirCloak enables
fine-grained, user-level traffic interception and supports cus-
tomizable defense strategies.
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IX. CONCLUSION

This paper presents AirCloak, an edge-side defense
middleware against WAF attacks. AirCloak operates trans-
parently to apps, enabling rapid and scalable deployment
across diverse app ecosystems. It employs a harmonization
shaping method to adaptively reshape heterogeneous app
traffic, thereby achieving efficient and robust protection. More-
over, AirCloak features a lightweight design and supports a
one-click installable app on mobile terminals. Extensive evalu-
ations on public datasets and real-world networks demonstrate
that AirCloak effectively mitigates various WAF attacks and
outperforms existing defenses. As the first edge-side defense
middleware designed for large-scale deployment, AirCloak
lays the foundation for a more secure app ecosystem.

APPENDIX A
DETAILS OF MODELS AND ALGORITHMS

A. HM Clustering
The HM clustering process is illustrated in Algorithm 2.

Algorithm 2 HM Clustering

Input: S: a set of HMs, k: desired number of clusters, zo: threshold
for small clusters, ¢: maximum number of iterations;
Output: a set of clusters {C1,Ca,...,Cm };

1 {pd, 43, ..., u0} < randomly select k& HMs from S;
2 t+0;
3 for t < ¢ do
4 for each HM € S do
5 i* < argmin; <<y, d(HM, uﬁ);
6 assign HM to Cl.;
7 end
8 for each i € {1,2,...,k} do
9 if C! £ () then
t4+1 1 .
10 ‘ T = e ercf x;
11 else '
2 NGRSt
13 end
14 end
15 t+—t+1;
16 end

17 for each i € {1,2,...,k} do
18 if |C!| < @ then

S . t ty..
19 J < argmin d(/h‘:#j),,
1<j<k
|Cj- | >min_size
20 merge ¢} into C;*;
21 end
22 end

B. Design Details of cGAN Model

We detail the architecture and parameter configuration of the
generator, discriminator, and observer in the cGAN model.

The generator is a multi-layer LSTM network that takes
random noise z and the target app label ¢ as input, and
outputs a synthetic burst trace ¢ of length [. As shown in
Fig. 12, it consists of three blocks. Block 1 concatenates
z and ¢, then projects them into a 512-dimensional latent
space via a fully connected layer followed by LeakyReLU.
Block 2 is a two-layer LSTM that models sequential packet
dependencies, with hidden dimensions of 1024 and 2048,
respectively. Block 3 applies a fully connected layer with Tanh
activation to constrain outputs to [—1, 1], producing the final
traffic trace t.
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Fig. 12. The architecture of our cGAN model.

The discriminator is an MLP that takes a traffic trace ¢
and its label ¢ as input and outputs a binary decision (real or
fake). As shown in Fig. 12, it comprises three blocks. Block 1
concatenates ¢t and ¢, and applies a fully connected layer with
LeakyReLU, mapping the input of dimension [ plus label size
to 256. Block 2 uses the same structure, increasing the output
dimension to 512. Block 3 is a fully connected layer with a
single output neuron for real/fake prediction.

The observer is a pre-trained MLP that takes a traffic trace
t as input and predicts the corresponding app label c. Its
architecture mirrors the discriminator, differing only in the
output layer. It comprises three blocks: Blocks 1 and 2 each
consist of a fully connected layer with LeakyReLU activation,
producing 512- and 256-dimensional features, respectively.
Block 3 is a fully connected layer whose output dimension
equals the label size, yielding the predicted label c.

C. Customizable Defense Configuration

Unlike global defense mechanisms or IP/domain-based fil-
tering, AirCloak supports customizable app-level protection,
allowing users to selectively protect specific apps while leaving
other traffic unaffected. As shown in Fig. 13, this func-
tionality is implemented in three steps. First, AirCloak
queries the package manager to retrieve the names and
package identifiers of installed apps and displays them to
the user through the user interface. Next, users select the
apps to be protected and authorize AirCloak access to their
traffic, which triggers an update of the defense rules. Finally,
once activated, AirCloak captures packets in real time and
identifies their source app: packets generated by protected apps
are redirected to a virtual network interface for transforma-
tion before forwarding, whereas those from unprotected apps
bypass this process and are transmitted directly through the
physical interface to the external network.
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/* Retrieve the names and corresponding package names of installed apps */
List<Pair<String, String>> getInstalledApps() {
List<Pair<String, String>> applList = new ArrayList<>();
for (ApplicationInfo appInfo : getPackageManager().getApplications(@)) {
String appName = appInfo.loadLabel(getPackageManager()).toString();
String packageName = appInfo.packageName;
appList.add(new Pair<>(appName, packageName));
return applist;

}

/* UI action, user grants authorization to protect an app */

List<String> selectAppsUI() {
List<Pair<String, String>> availableApps = getInstalledApps(); // retrieve app list
List<String> selectedPackages = showAppSelectionUI(availableApps); // user authorization
return selectedPackages;

}

(a) Step 1: The user authorizes AirCloak access to the target app’s traffic.

/* Update defense rules */
AppDefenseConfig updateDefense(List<String> selectedPackages, boolean FLAG) {
AppDefenseConfig VNT = new AppDefenseConfig();
if (FLAG) {
VNT.selectedApps = selectedPackages; // user-authorized app list
Map<String, Boolean> defenseRules = new HashMap<>();
for (String app : selectedPackages) {
defenseRules.put(app, true); // add authorized app to defense rules
}
VNT.defenseRules = defenseRules;
} else {
return defaultConfig();

// update defense rules

¥

return vNT;

(b) Step 2: AirCloak updates the defense rules.

/* Run defense and process traffic */

VpnService runDefense() {
List<String> vUserApps = selectAppsUI(); // authorized apps
AppDefenseConfig vTimp = updateDefense(vUserApps, true);
Map<String, Boolean> vConfig = vTmp.defenseRules; // retrive defense rules
VpnService vpnService = startVpnService();
processTraffic(vConfig, vpnService);
return vpnService;

¥

void processTraffic(Map<String, Boolean> defenseRules, VpnService vpnService) {
while (true) {

Packet packet = vpnService.readPacket();

if (packet == null) continue;

String vPkg = getPackageName(packet);

if (defenseRules.containsKey(vPkg) && defenseRules.get(vPkg)) {
redirectTraffic(packet, vpnService); // intercept and redirect

} else {
forwardTraffic(packet, vpnService); // normal forward

}

(c) Step 3: AirCloak activates the defense.

Fig. 13. Scripts for customizable defense configuration.

APPENDIX B
SUPPLEMENTARY MATERIAL OF EVALUATIONS

A. Parameter Settings for ATAM

We systematically evaluated the influence of two key ATAM
parameters, namely the time slot length ¢ and the number of
consecutive time slots IV, on app traffic characterization. By
varying ¢ and N, we extracted traffic features under different
temporal configurations and constructed the corresponding
ATAM matrices. The resulting matrix samples were then split
into training and testing sets at a 7:3 ratio and fed into
the observer module of the cGAN model for performance
evaluation.

TABLE V presents the impact of different combinations of
t and IV on app traffic characterization, with the classification
accuracy of the observer used as the evaluation metric. The
results show that when the time slot is too short, the limited
number of packets captured per slot, or even missing packets
in some slots, negatively affects the observer’s classification
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TABLE V
IMPACT OF ATAM PARAMETERS ON CHARACTERIZATION

t(ms) N Precision/Recall/F1-score
10 0.25/0.12/0.10
10 20 0.33/0.23/0.22
50 0.29/0.25/0.22
100 0.27/0.26/0.23
10 0.47/0.34/0.33
20 20 0.55/0.46/0.44
50 0.60/0.48/0.45
100 0.66/0.46/0.54
10 0.70/0.63/0.62
50 20 0.79/0.75/0.74
50 0.81/0.81/0.81
100 0.83/0.83/0.82
10 0.79/0.68/0.67
100 20 0.85/0.71/0.79
50 0.81/0.71/0.79
100 0.78/0.80/0.78
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Fig. 14. The average F1-score of WAF attacks in IoT scenarios.

performance. Conversely, overly long time slots may obscure
burst characteristics in the traffic and reduce the granularity of
information representation. Based on these factors, we selected
the parameter configuration that best balances observer per-
formance: a time slot length ¢ of 50 ms and the number of
consecutive time slots N of 100.

B. Assisting in Protecting loT Devices

Beyond exposing app usage and user privacy, WAF attacks
may threaten physical safety by revealing IoT device types
and operational states. Fortunately, AirCloak also provides
effective protection for IoT devices. As shown in TABLE VI,
we evaluated 20 types of IoT devices, including plugs, cam-
eras, speakers, lamps and sensors. To simulate real-world
usage, we controlled these devices through their companion
apps and manually performed typical user operations. As
shown in Fig. 14, the WAF attack achieves an average F1-
score of 0.81 without defense. Existing defenses, including
AppMutation, Chaddad et al., and Cactus, remain ineffective,
particularly when attackers retrain their classifiers on defended
traffic. In contrast, AirCloak outperforms all other methods,
reducing the average Fl-score of WAF attacks from 0.81
to 0.18.

C. Ablation Study

1) Experimental Setup: To quantify the independent con-
tribution of each core module to AirCloak’s overall
performance, we conduct an ablation study by isolating the
clustering, optimization, and adversarial training modules.
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TABLE VI
10T DEVICES AND THEIR CONTROL APPS

App Name IoT Device Function
Mijia Mijia Plug Plug
EBOX Ebo Robot Camera
Huawei Smart Life Huawei Speaker Speaker
Xiaodu DuSmart Speaker Speaker
Lenovo Smart Living  Lenovo Camera Camera
XiaoJingYu Hemu Plug Plug
Smart Life COs3 Detector Sensor
Xiaodu King Kong Speaker Speaker
Mijia Water Leak Sensor Sensor
Xiaodu Smart Alarm Clock Clock
Mijia Xiaomi Camera Camera
Tuya Smart Life Tuya Temperature Detector ~ Sensor
EZVIZ Cloud Video EZVIZ Camera Camera
Mijia AlmLbs Smart Plug Plug
Tuya Smart Life Tuya Door/Window Alarm  Sensor
Mijia OPPLE Lamp Lamp
OKOK HiLink Smart Scale Sensor
Huawei Smart Life DALEN Smart Lamp Lamp
Mijia Linptech Human Sensor Sensor
Huawei Smart Life Huawei Smart Plug Plug
TABLE VII
ABLATION STUDY RESULTS

Setting Precision  Recall Fl-score

AirCloak (full) 0.25 0.18 0.19

Al 0.32 0.32 0.30

A2 0.76 0.69 0.71

Bl 0.26 0.18 0.20

B2 0.28 0.25 0.26

B3 0.55 0.42 0.47

Cl 0.40 0.41 0.36

C2 0.31 0.28 0.27

The experiments are conducted on the AppTrace50 dataset.
AirCloak (full) denotes the complete system. For the clus-
tering module, we consider two settings: A/l: a single cluster
containing all apps; A2: each app forms its own cluster. For
the optimization module, we evaluate three configurations: BI:
disabling early sending; B2: disabling gap filling; B3: disabling
trace fine-tuning. For the adversarial training module, we
examine two variants: CI: replacing the cGAN with arbitrary
perturbations; C2: replacing the cGAN with a standard GAN.

2) Results: The modules contribute both individually and
jointly to defense effectiveness. As shown in TABLE VII, the
full AirCloak achieves the best performance, reducing the
average Fl-score of four WAF attacks to 0.19. Using a single
cluster (A1) increases the F1-score to 0.30, as excessive aggre-
gation introduces substantial inter-app traffic heterogeneity.
Conversely, modeling each app individually (A2) raises the
Fl-score to 0.71, suggesting that over-segmentation preserves
app-specific structural patterns exploitable by attackers. For
the optimization module, disabling Early Sending (B1) has
only a marginal impact (Fl-score = 0.20), implying that it
primarily serves runtime overhead control rather than core
obfuscation. In contrast, disabling Gap Filling (B2) and Trace
Fine-tuning (B3) increases the Fl-score to 0.26 and 0.47,
respectively, demonstrating that these mechanisms effectively
mitigate statistical feature leakage. For the adversarial training
module, replacing the cGAN with random perturbation (C1) or
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a standard GAN (C2) increases the F1-score to 0.36 and 0.27,
respectively. This result indicates that naive perturbation or
unconditional generation fails to construct stable and semanti-
cally consistent anonymous traffic distributions, leaving them
vulnerable to being relearned by the attacker.
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